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BUSINESS NAME
Incident Response Plan



[bookmark: _Toc26524606]1 – Purpose
[bookmark: _Toc451173140]This Disaster Recovery Plan (BCP) To establish an incident response policy for all members of the Practice workforce, including management.  This policy is a process guide for a response to a computer incident or event impacting the Practice computing equipment, data, or networks.  
This policy serves to minimize the negative consequences of information security incidents and to improve the Practice’s ability to promptly restore operations affected by such incidents.  It ensures incidents are promptly reported to the appropriate Practice officials, that they are consistently and expertly responded to whether suspected or actual, and that serious incidents are properly monitored.

[bookmark: _Toc26524607]2 – Scope
This incident response policy applies to all the Practice customers, employees and individuals associated with the Practice, whether full-time or part-time, paid or unpaid, temporary or permanent, as well as all agents and representatives of the Practice, including any Third Party Provider services to the Practice, who create, use or otherwise access or interact with any Practice Information or Practice Information Resource.
This Program applies to all “confidential” information as defined by the Practice Written Information Security Program or “WISP”, including all information collected, stored or used by or on behalf of any department and person in connection with Practice operations.  In the event that any particular information is governed by more specific requirements under other Practice policies or procedures, the more specific requirements shall take precedence over this Program to the extent there is any conflict.
Managers are responsible for ensuring that its employees are aware of policies and notifying employees of policy change or the creation of new policies that pertain to the department function.

[bookmark: _Toc26524608]3 – Incident Response Policy
“Confidential” information must be treated with respect and care by any person with access to this information.  This policy will determine the procedure to mitigate all breaches, both willful violations and unintended actions, consistent with guidance described by the State of Connecticut and the Commonwealth of Massachusetts.  The Practice will properly report and respond to breaches when they occur.
Incidents are prioritized based on the following:  
· Criticality of the affected resources (e.g., public Web server, user workstation)  
· Current and potential technical effect of the incident (e.g., root compromise, data destruction).  
Combining the criticality of the affected resources and the current and potential technical effect of the incident determines the business impact of the incident—for example, data destruction on a user workstation might result in a minor loss of productivity, whereas root compromise of a public Web server might result in a major loss of revenue, productivity, access to services, and reputation, as well as the release of confidential data (e.g., credit card numbers, Social Security numbers). Refer to the written information security program (“WISP”) section X – Breach of Data Security Protocol. 
A “Breach” means unauthorized acquisition, access, use or disclosure of “confidential” information in a manner not permitted by the information privacy laws of Connecticut and Massachusetts, which compromises the security or privacy of that information.  
“Access” means the ability to read, write, modify or communicate data in any form or otherwise use any system resource  
“Breach” does not mean:  
· Unintentional acquisition or use in good faith within the course and scope of employment by someone authorized to access “confidential” material and the information is not further used or disclosed in a way that is inconsistent with the requirements of the information privacy laws of Connecticut, Massachusetts or HIPAA Privacy or Security Rule, or  
· Inadvertent disclosure by an authorized person to another authorized person within the same Practice, Covered Entity or Business Associate and the information is not further used or disclosed in a way that is inconsistent with the requirements of the privacy laws of Connecticut and Massachusetts, or   
· A disclosure of “confidential” information where the Practice, a Covered Entity has a good faith belief that an unauthorized person who receives the information would not reasonably have been able to retain such information.  
 
· Examples of a Breach (this is not an all-inclusive list):  
· “Dumpster diving” and finds “confidential” information  
· Unauthorized user using another authorized person’s ID/password to access patient information including stealing or sharing passwords or not reporting a known lost password.
· Persons discussing “confidential” information in any public area where those who have no need to know the information can overhear. 
· Someone leaves paper copy of any company proprietary information or trade secrets in a public area.  
· Someone leaves a computer unattended in a publicly accessible area with Personally Identifiable Information (PII) unsecured.  
· Failure to log off computer terminal.
· Unauthorized access to “confidential” information, paper or electronic, that is neither protected by encryption nor properly destroyed.
· Introduction of viruses, worms, Trojan horses, or other malicious software into the organization’s computer systems.  
· Unauthorized access to networks, computer systems, or facilities/equipment rooms housing the computer systems.  
· Unauthorized destruction/changing of” confidential” information.  
· Improperly discarding “confidential” information (not physically destroying it) whether paper or electronic media.  
Loss or theft of any Mobile Computing Device with “confidential” information that is discoverable and not properly protected/encrypted

[bookmark: _Toc26524609]4 – Incident Reporting
All computer security incidents, including suspicious events, shall be reported immediately (orally or via e-mail) to the department IT manager and/or department supervisor by the employee who witnessed/identified the breach.  The “Incident Response Form” is required for reporting suspected incidents. (See Addendum –Incident Response Form)
Supervisors/managers and/or the “Information Security Coordinator” or (“ISC”) shall start from the presumption that the security incident and/or suspected breach that has been identified constitutes a reportable breach under the information privacy laws of Connecticut and Massachusetts unless they are able to demonstrate and document that there is a low probability that the sensitive, non-public has been compromised.  The supervisors/managers and/or the ISC shall conduct the following risk assessment by assessing for specific factors and document the result on the “Security Incident Investigation Report” form:  
i. To whom the information was impermissibly disclosed; 
ii. Whether the information was actually accessed or viewed; 
iii. The potential ability of the recipient to identify the subjects of the data; and 
iv. Whether the recipient took appropriate mitigating action.  
Once the initial review by the above supervisor/manager has been completed and documented, the supervisor/manager shall immediately submit the completed Security Incident Response report to the Practice’s Privacy Officer.
The Privacy Officer shall record the security incident to the “Security Incident Response Log” (See Addendum – Incident Response Log)
Company shall maintain copies of the Security Incident Response report for a minimum of (insert # of years) years from the date of the form. 
[bookmark: _Toc472327841]
[bookmark: _GoBack]Escalation 
The department manager and/or department head needs to determine the criticality of the incident (as stated in section 2.0 Policy). If the incident is something that will have serious impact, senior management will be notified and briefed on the incident.  
The Privacy Officer or his/her designee will determine if other departments or personnel need to become involved in resolution of the incident.  Only the Privacy Officer and/or designated senior management will speak to the press about an incident.   
[bookmark: _Toc472327842]Mitigation and Containment 
Any system, network, or security administrator who observes an intruder on the Practice network or system shall take appropriate action to terminate the intruder’s access. (Intruder can mean a hacker, botnet, malware, etc.) Affected systems, such as those infected with malicious code or systems accessed by an intruder shall be isolated from the network until the extent of the damage can be assessed. Any discovered vulnerabilities in the network or system will be rectified by appropriate means as soon as possible.  
Information pertaining to investigations of breaches will only be shared with those who have a need to know.  Confidentiality of all participants in the reported situation shall be maintained to the extent reasonably possible throughout any resulting investigation. The Practice’s Privacy Officer will complete the “Privacy Breach Assessment” to assist in determining the severity.  The Privacy Officer and relevant management or staff will conduct the necessary and appropriate investigation commensurate with the level of breach and the specific facts. This investigation may include, but is not limited to, interviewing the individuals involved, interviewing other individuals, obtaining specific facts surrounding the violation/breach and reviewing pertinent documentation.  


[bookmark: _Toc472327843]Eradication and Restoration 
The extent of damage must be determined and course of action planned and communicated to the appropriate parties. 
Information Dissemination: Any public release of information concerning a computer security incident shall be coordinated through the Privacy Officer and designated senior management.  
The Privacy Officer and/or designated Senior Management shall manage the dissemination of incident information to other participants, such as law enforcement or legal.  After consulting with senior management, Privacy Officer and/or designated Senior Management shall coordinate dissemination of information that could affect the public, such as web page defacement or situations that disrupt systems or applications.  
[bookmark: _Toc472327844]Ongoing Reporting 
After the initial oral or e-mail report is filed, and if the incident has been determined to be a significant event (such as multiple workstations effected, root compromise, data breach, etc.), subsequent reports shall be provided to the Practice’s Privacy Officer and appropriate managers. Incidents such as individual workstations infected with malware are considered minor events and need not be followed up with a written report. 
The incident reports shall be submitted within 24 hours of the incident.  A department may be required to provide reports sooner in accordance with more stringent regulations. For example: SEC and IRS requirements. If this is the case, the more stringent requirements are to be met.  
A general report to the Senior Management shall contain the following: 
· Point of contact 
· Affected systems and locations 
· System description, including hardware, operating system, and application software 
· Type of information processed, such as PII related information 
· Incident description 
· Incident resolution status 
· Damage assessment, including any data loss or corruption 
· Organizations contacted  
· Corrective actions taken  
· Lessons learned   
A follow-up report shall be submitted upon resolution by those directly involved in addressing the incident. 
(1) Documentation regarding reported privacy and/or security breaches shall be maintained by the Practice Privacy Officer and ISC, and provided to Senior Management and/or the Security Breach Team where appropriate.   
(2) “Security Incident Investigation Report” shall be maintained by the Practice’s Privacy Officer for a minimum of (insert # of years) years from the data of the form.  
[bookmark: _Toc472327845]Notification of Breach 
Where the risk analysis leads the Practice to the determination that a reportable breach has occurred, the Practice will follow appropriate and applicable notification standards.    
[bookmark: _Toc472327846]Notification to Individuals  
1. Where appropriate and/or required, the Practice shall notify each Individual whose unsecured sensitive, non-public (“confidential” information) has been, or is reasonably believed by the Practice to have been accessed, acquired, used, or disclosed as a result of a breach. The Practice will provide the required notification without unreasonable delay and in accordance with timelines required by law.   
2. The required notification shall be written in plain language and shall include, to the extent possible and/or permitted by law:  
a. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known; 
b. A description of the types of unsecured “confidential” information that were involved in the breach (such as whether full name, social security number, date of birth, home address, account number, diagnosis, disability code, or other types of information were involved); 
c. Steps Individuals should take to protect themselves from potential harm resulting from the breach; 
d. A brief description of what the Practice has done/is doing to investigate the breach, to mitigate harm to Individuals, and to protect against any further breaches; and 
e. Contact procedures for Individuals to ask questions or learn additional information.  
3. The required notification to Individuals shall be provided in the following form:  
a. Written notification by first-class mail to the Individual at the last known address of the Individual or, if the Individual agrees to electronic notice and such agreement has not been withdrawn, by electronic mail. The notification may be provided in one or more mailings as information is available. 
b. If the Practice knows the Individual is deceased and has the address of the next of kin or authorized representative of the Individual, written notification by first-class mail to either the next of kin or authorized representative of the Individual. The notification may be provided in one or more mailings as information is available. 
c. In the case in which there is insufficient or out-of-date contact information that precludes written notification to the Individual, a substitute form of notice reasonably calculated to reach the individual shall be provided. Substitute notice need not be provided in the case in which there is insufficient or out-of-date contact information that precludes written notification to the next of kin or authorized representative of the Individual. Substitute notice must consist of all of the following: 
i. E-mail notice, if the person has e-mail addresses for the Individuals to be notified;
ii. Conspicuous posting of the notice on the Practice and Covered Component’s website home page;
iii. Notification to major print or broadcast media in geographic areas where the Individuals affected by the breach likely reside; and 
iv. Include a toll-free phone number that remains active for at least 90 days where an Individual can learn whether the Individual's unsecured “confidential” information may be included in the breach. 
d. (4) In any case deemed by the Practice to require urgency because of possible imminent misuse of unsecured “confidential” information, the Practice may provide information to Individuals by telephone or other means, as appropriate, in addition to the other forms of notice.
[bookmark: _Toc472327847]Notification to the Media  
For a breach of unsecured sensitive, non-public (“confidential” information) involving more than 500 residents of a State or jurisdiction, the Practice will notify prominent media outlets serving the State or jurisdiction within the timeline required by law. The required notification shall be written in plain language and shall include, to the extent possible:  
(1) A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known; 
(2) A description of the types of unsecured “confidential” information that were involved in the breach (such as whether full name, social security number, date of birth, home address, account number, diagnosis, disability code, or other types of information were involved); 
(3) Steps individuals should take to protect themselves from potential harm resulting from the breach; 
(4) A brief description of what the Practice is doing to investigate the breach, to mitigate harm to Individuals, and to protect against any further breaches; and 
(5) Contact procedures for Individuals to ask questions or learn additional information.  
[bookmark: _Toc472327848]Notification to the State Offices
A Practice will, in accordance with Connecticut Act 15-142 (Substitute Senate Bill No. 949 “An Act Improving Data Security and Agency Effectiveness) and/or the Security Breach Notifications of Massachusetts General Law Chapter 93H: “Security Breaches”, the ISC shall notify the Connecticut Office of the Attorney General and/or the Massachusetts Office of Consumer Affairs and Business Regulation and the Massachusetts Attorney General’s office.  Refer to Article X of the WISP.
[bookmark: _Toc472327850]Review
After the initial reporting and/or notification, the IT manager, department/agency managers and CIO shall review and reassess the level of impact that the incident created.  
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PRIVACY BREACH ASSESSMENT


1. Was Private Information Involved?   FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No 


2) Was the Private Information encrypted?   FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No


3) Description of breach:


a) What data elements have been breached? Health information, social insurance numbers and financial information that could be used for identity theft are examples of sensitive personal information. 


		





b) What possible use is there for the private information? For instance, can the information be used for fraudulent or otherwise harmful purposes? 


		





        c)
What was the date that the breach was discovered?  _____________________


        d)
What is believed to be the date that the breach occurred? ___________________


2) Cause and Extent of the Breach 


a)  What is the cause of the breach? 


		





b)  Is there a risk of ongoing or further exposure of the information?   FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No


c) What was the extent of the unauthorized collection, use or disclosure, including the number of likely recipients and the risk of further access, use or disclosure, including in mass media or online? 


		





d) Is the information encrypted or otherwise not readily accessible?   FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No


e)  What steps have already been taken to minimize the harm? 


		





3) Individuals Affected by the Breach 




a) How many individuals are affected by the breach? 


1. Who was affected by the breach: 


 FORMCHECKBOX 
 Employees 


 FORMCHECKBOX 
 Customer-owners 


 FORMCHECKBOX 
 Volunteers 


 FORMCHECKBOX 
 Contractors 


 FORMCHECKBOX 
 Service providers 


 FORMCHECKBOX 
 Other individuals/organizations 


4) Foreseeable Harm from the Breach 

a) Is there any relationship between the unauthorized recipients and the data subject?  
 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No


b) Is any of the information or the individual whose information was compromised subject to additional protections, such as court orders, temporary restraining orders, protections from harm, etc.?


		





2. What harm to the individuals will result from the breach? Harm that may occur includes: 


 FORMCHECKBOX 
 Security risk (e.g., physical safety) 


 FORMCHECKBOX 
 Identity theft or fraud 


 FORMCHECKBOX 
 Loss of business or employment opportunities


 FORMCHECKBOX 
 Hurt, humiliation, damage to reputation or relationships


 FORMCHECKBOX 
 Other (please specify):


		





d) What harm could result to the organization as a result of the breach? 


 FORMCHECKBOX 
 Loss of trust in the organization 


 FORMCHECKBOX 
 Loss of assets 


 FORMCHECKBOX 
 Financial exposure 


 FORMCHECKBOX 
 Other (please specify):


e) What harm could result to the public as a result of the breach? 


 FORMCHECKBOX 
 Risk to public health 


 FORMCHECKBOX 
 Risk to public safety 


 FORMCHECKBOX 
 Other (please specify):


		





1. Privacy Act Analysis


a. Determine whether the breached information was in the control and possession of a Federal agency.  If not, the Privacy Act does not apply and the analysis below is not necessary.

b.  Determine if the incident poses a risk to individuals.  The following factors shall be considered when assessing the likely risk of harm and level of impact for a potential or confirmed privacy breach:


i. Nature of the data elements breached in light of their context and the broad range of potential harms that may result from their disclosure to unauthorized individuals;


ii. Potential harm to reputation of individuals;


iii. Potential for harassment or prejudice;


iv. Potential for identity theft, including any evidence that breached information is actually being used;


v. Number of individuals affected;


vi. Likelihood that breach was the result of a criminal act or will result in criminal activity;


vii. Likelihood the information is accessible and usable by unauthorized individuals;


viii. Likelihood the breach may lead to harm; and 


ix. Ability to mitigate the risk of harm.


c. If an identity theft risk is present, tailor the response to the nature and scope of the risk presented.  Notice may not be required in all circumstances, so the response team should assess the situation and determine if notification to individuals is necessary.  In some cases, notification may actually increase a risk of harm, in which case <Practice> should delay notification until proper safeguards can be instituted.  The analysis of whether notification is necessary should be based on the following factors:


i. Number of individuals affected;


ii. Urgency with which individuals need to receive notice;


iii. Whether other public and private sector agencies need notification, particularly those that may be affected or may play a role in mitigating the breach;


iv. Contact information available for affected individuals (first-class mail shall be the primary means for providing notification, but telephone or email may be appropriate when there is an urgent need); and


v. Whether media outlets may be the best way to alert affected individuals and mitigate any risk.  


d. Written notification should include the following elements:


i. Brief description of what happened, including the date of the breach and its discovery;


ii. Description of the types of information involved in the breach;


iii. Statement whether the information was protected, if such information would be beneficial and would not compromise security;


iv. Steps individuals should take to protect themselves from harm;


v. What <Practice> is doing to investigate and mitigate the breach; and


vi. Who affected individuals should contact for more information, including a toll-free telephone number, e-mail address and postal address.


e. If the <Practice> response team determines that public notification through the media is necessary, it should also post notification of the breach on its website, with the same information required for written notification to the individual.  The posting should provide answers to frequently asked questions and other talking points.


2. State Data Breach Analysis


a. Identify the state of residence of all individuals affected by the breach.


b. Consult individual state data breach statues to determine if a state’s particular data breach statute is applicable to <Practice>.


c. Consult individual state data breach statutes to determine if a breach has occurred under a state’s particular data breach statute.


d. Consult individual state data breach statutes to determine breach notification steps to take in accordance with a state’s particular data breach statute. 


3. HIPAA/HITECH Analysis


a. Determine whether the breached information was Protected Health Information (individually identifiable health information as defined by HIPAA).  If not, HIPAA/HITECH breach reporting requirements do not apply and the analysis below is not necessary.


b. If breached information was PHI, determine whether the PHI was secured or unsecured.  Unsecured PHI is defined as PHI that is not secured through a means that HHS has approved as rendering the PHI unusable or unreadable to unauthorized persons.
  If PHI was secured, no reporting is necessary under HIPAA and you can proceed to Step 2.  


c. If PHI was unsecured, it constitutes an official breach under HIPAA if it “compromises the security or privacy of the PHI” and does not meet one of the exceptions to breach.  


i. Compromises the security or privacy – this means that it poses a significant risk of financial, reputational or other harm to the individual.  Sections 2 and 4 of the Privacy Breach Questionnaire should assist with this analysis.  Key factors to consider:


1. To whom was the information disclosed?


2. What type of information was breached?


3. How easily can the information be redistributed?


ii. Exceptions to breach (these factors are fairly subjective and any analysis resulting in the conclusion that a disclosure meets one of these exceptions should be documented and retained for seven years):


1. Good faith and unintentional acquisition, access or use by a person working under the authority of a covered entity or business associate, which is within the scope of authority and does not result in further use or disclosure.  


2. Disclosures between persons at the same covered entity, business associate or organized health care arrangement if persons are authorized and information will not be further used or disclosed.


3. Disclosure where the covered entity or business associate has the good faith belief that the information could not have been retained (for example, a person drops their jump drive overboard on a moving cruise ship).  


d. If the disclosure is found to meet one of these exceptions, or is not found to compromise the security or privacy of the PHI, proceed to Step 2.  If the disclosure does not meet one of the exceptions to breach, and it is found to compromise the security or privacy of the PHI, the next step is to determine how to mitigate the breach and protect the individual.  Part of the mitigation and protection efforts would include notification, but they may also include instituting additional security measures, changing a person’s account number, notifying police of the breach and other appropriate measures.  


e. After determining and instituting mitigation and protection efforts, <Practice> must fulfill its obligations to notify the affected individuals of the breach.  Notice must be provided within 60 days of discovery
, unless authorized to delay by law enforcement personnel.  First, <Practice> should determine how notice should be sent to the individual.  The following rules apply:


i. If contact information is sufficient and no more than 500 residents in the state are affected, written notification should be sent by first class mail.  


ii. If contact information is not sufficient for more than 10 individuals, notification must also be on the <Practice> home page and in major media (print or broadcast).


iii. If more than 500 residents are affected, notification must also be made to major media, even if contact information is sufficient for all affected persons.  


f. Notice should be carefully drafted to include the following required information, without any unnecessary information that may result in additional questions or concerns from affected individuals:


i. Brief description of the breach, including the date of the breach and date of discovery.


ii. Description of the types of PHI involved.


iii. Steps the individual should take to protect themselves.


iv. Brief description of steps <Practice> is taking to mitigate, investigate and protect (careful not to disclose information that could hamper any ongoing investigation).


v. Contact procedures for questions or additional information, including a toll-free telephone number, email, Web site or address.  


g. If more than 500 persons are affected, notice must also be provided to the U.S. Department of Health and Human Services.  If 500 or less are affected, the notice should be kept in an annual log of breaches.  


4. Breach Analysis Follow-Up:  Once the breach analysis is complete and notice is provided, <Practice> should review policies, procedures and security measures to incorporate any necessary updates or changes.  














� As of the date of drafting, the following guidance was provided – COVERED ENTITY should review published guidance periodically to see if additional guidance was issued:



1) Electronic PHI has been encrypted as specified in the HIPAA Security Rule by "the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key" and such confidential process or key that might enable decryption has not been breached. The encryption processes identified below have been tested by the National Institute of Standards and Technology (NIST) and are judged by HHS to meet this standard. 



i) �

Valid encryption processes for data at rest are consistent with NIST Special Publication 800-111, Guide to Storage Encryption Technologies for End User Devices. �

�

ii) �

Valid encryption processes for data in motion are those that comply with the requirements of Federal Information Processing Standards (FIPS) 140- 2. These include, as appropriate, standards described in NIST Special Publications 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations; 800-77, Guide to IPsec VPNs; or 800-113, Guide to SSL VPNs, and may include others which are FIPS 140-2 validated. �

�

2) The media on which the PHI is stored or recorded has been destroyed in one of the following ways: 



i) �

Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed. �

�

ii) �

Electronic media have been cleared, purged, or destroyed consistent with NIST Special Publication 800-88, Guidelines for Media Sanitization, such that the PHI cannot be retrieved. �

�

 



� Discovery is defined as when the breach is known or should reasonably have been known.
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