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Working Remote is Different

• Understanding the Differences
o Motivation
o Accountability
o Communication
o Billing, Invoicing, Purchasing and POs

• Preparing
o Take stock of the things you use at the office 
o Test new processes and systems before you need them

• Adapting
o Be open to change
o You may find yourself with more attendees in a web conference than 

would show up to an person conference
o Keep up the collaboration and use technology – Make it fun!
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Remote Access Technology
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Remote Access Technology

• Pick the Right Tools!
o Systems Access

§ VPN
§ Remote Desktop
§ 3rd Party (LogMeIn, GoToMy PC, etc.)
§ Cloud access

o Personal vs. Work Computers
o Laptop vs. Desktop
o Number of Screens
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Remote Access Technology

• Convert to Digital Processes
o Documents
o Meetings (Client & Internal)
o Communications
o Invoices
o Making payments
o Receiving payments
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Remote Access Technology

• How we do it
o Use Office 365 Teams for

§ Daily whereabouts/status
§ Meetings
§ Sharing comment and files on a topic
§ Communicating with some clients

o Use Remote Desktop – to assimilate exact work in office tech
o Use SonicWall VPN to connect remote PCs to shared drives
o Zoom for webinars and meetings with external parties
o Forward Office phones to Cell/home phones
o Hold regular Teams internal meetings for 

§ Collaboration (including screen shares)
§ Fun (happy hours)
§ Updates
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Remote Access Technology

• We make sure to have fun too!
o Zoom & Teams meetings
o For Business & Fun
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Microsoft 365
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Microsoft 365 Overview

• Microsoft 365 is a subscription service from Microsoft that 
provides users with productivity applications for use in both large 
and small organizations.

• The industry is trending to Microsoft 365 for email over the 
typical Exchange Server (on-premises version of Microsoft’s email 
solution) for ease of deployment, long term management, and 
consumers' demand for cloud services.
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Microsoft 365 Use Applications

• In addition to hosted email, Microsoft 365 offers SharePoint Online, 
which allows for collaboration beyond email and OneDrive.

• SharePoint Online can be used as a substitute or supplement an on-
premises file server, depending on organization size and structure.

• Whittlesey has multiple clients setup with this approach with great 
success.

• Using Microsoft 365 hosted services is a great alternative for smaller 
organizations who may not desire the upfront and ongoing costs to 
maintain a physical server.

• Whether limited to working from home or when you’re back in your 
offices, Microsoft 365 will be a great addition to your organization.
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What If I already Use Microsoft 365?

• In many instances, Microsoft 365 is deployed to replace an on-
premises Microsoft Exchange Server or as the go-to solution for 
new organizations requiring email functionality.

• Often times there are Microsoft 365 features that simply were 
not configured at the time of deployment. 

• You may already have the proper licensing for use of other 
Microsoft 365 services – they may just need to be configured!

• Make sure security features are completely implemented. Often 
times we see business fail to “go all the way” with implementing 
features like 2-factor authentication. Very important to safeguard 
your business from email breaches!

11



How Can I Move To Microsoft 365?

• There are several tools available to afford successful migrations, 
(both large and small) to Microsoft 365.

• Every scenario is different. Be sure to consult with your IT 
department or IT support provider to discuss the specifics for 
your organization.
o Whittlesey can also implement Microsoft 365 for your business.

• Microsoft is currently offering Microsoft 365 free for 6 months to 
new subscribers. 
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Microsoft 365 Editions

• There are several versions of Micorsoft 365 available to fit your 
business needs

• Be sure to discuss your licensing needs with your IT department or IT 
support vendor to make sure your licensing selection is not too little 
or not enough services.

• If you don’t have Microsoft 365, Whittlesey is happy to help!
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Microsoft 365 Resources

• Microsoft statement on offering Microsoft 365 free for 6 months
• Microsoft 365 business subscriptions
• Microsoft Teams overview
• Microsoft Teams Training
• Microsoft OneNote Training
• Microsoft 365 HIPAA compliance information
• Microsoft 365 data protection information
• Microsoft 365 Remote work checklist
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https://www.microsoft.com/en-us/microsoft-365/blog/2020/03/05/our-commitment-to-customers-during-covid-19/
https://products.office.com/en-us/compare-all-microsoft-office-products-b?&ef_id=Cj0KCQjwsYb0BRCOARIsAHbLPhHop5xJtdVVnL3EiMfio2xa_PFiCnT0Ju3gqGVfYZfqrmWxeK5M_-caAtPSEALw_wcB:G:s&ef_id=Cj0KCQjwsYb0BRCOARIsAHbLPhHop5xJtdVVnL3EiMfio2xa_PFiCnT0Ju3gqGVfYZfqrmWxeK5M_-caAtPSEALw_wcB:G:s&OCID=AID2000750_SEM_RsukckXV&MarinID=sRsukckXV%7C340719626774%7C%2Boffice%20%2B365%7Cb%7Cc%7Cz1lq57pm%7C54443073274%7Ckwd-326328774884&lnkd=Google_O365SMB_Brand&gclid=Cj0KCQjwsYb0BRCOARIsAHbLPhHop5xJtdVVnL3EiMfio2xa_PFiCnT0Ju3gqGVfYZfqrmWxeK5M_-caAtPSEALw_wcB&activetab=tab:primaryr2
https://docs.microsoft.com/en-us/microsoftteams/teams-overview
https://docs.microsoft.com/en-us/microsoftteams/instructor-led-training-teams-landing-page
https://support.office.com/en-us/article/onedrive-video-training-1f608184-b7e6-43ca-8753-2ff679203132
https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-hipaa-hitech?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/encryption?view=o365-worldwide
https://www.microsoft.com/en-us/microsoft-365/blog/wp-content/uploads/sites/2/2020/03/Remote-Work-Preparednesss-List_infographic_V3b.pdf


Video Conferencing Solutions
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Video Conferencing Solutions

• Microsoft Teams – great for internal use, great security in place.
o HIPAA compliance already in place, covered by Office 365 umbrella.
o Encryption of video conferencing

• Zoom, WebEx, etc. – great for webinars and external use
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Security And Working Remotely
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What Security Concerns Should I Have?

• Don’t allow family members to use your work device(s)
• Be aware of other people around you when conducting 

conference calls or video meetings
• Use multi-factor authentication (MFA) to access any cloud-based 

or network resources
• Store your files in a secure cloud location rather than on a local 

drive or removable media
• Data Security

o PII & PHI – Keep track of it
o E-mail Encryption
o Data Loss Prevention (DLP)

• Secure your home network
o Change default password & admin password
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Security And Working Remotely

• Compliance concerns while working remotely
o Importance of having a Written Information Security Plan (WISP)
o Can also guide you in setting requirements for a remote scenario

• Testing your applications before they are needed
o Annually perform a DR test to ensure your plan works
o Document results and adjust plan to meet required expectations

• Protecting client data - (Sensitive, Confidential, PII)
o How to share data with external people – secure portals
o Encryption

• Importance of selecting applications & services ahead of time
o Select remote solutions that is both reliable and provides ease of access 

for end-users
• Continue to practice good security hygiene

o Don't connect to public Wi-Fi
o Continue to protect your passwords
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Communication Is Key

• Constant communication with employees is a must to stay secure
• Security Awareness is the key to protecting the company data
• Phishing/Vishing attacks

o Employees need to report any suspicious activity
• Ensure employees are aware of company policy and their 

responsibility
• Provide updates on current security concerns/current events
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Questions?

Bonus Material!
WAdvising.com/WorkFromHome
• For participants only

• Microsoft 365 Best Practices Checklist

• WISP templates for reference that will help you better 
protect your business!



Thank You!

If you have any questions or would like to discuss your environment 

further, please feel free to reach out to Whittlesey Technology!
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